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Who is actually this AI? 
Game changer?

• AI widely discussed as game changer for biosecurity,
• …btw: “chemical security” not an established term, same is 

true for DURC in the field of chemistry… 
• Biosecurity on the contrary mostly not linked to industry. Might be 

changed with the wide-spread use of AI-based CB-technologies…

• Old wine in new skins? Examples for technologies discussed as 
game changers in the past two decades include:
• Genome editing (esp. CRISPR/Cas9),
• Next Generation Sequencing
• Synthetic Biology
• …

• Again: Narrative that it is becoming easier, faster, cheaper to 
develop and build CBweapons, and that therewith the 
likelihood for a breach of the two central weapons bans as the 
most central norms rises.



Who is actually this AI? 
Game changer?

• A game changer, in fact, for basic and applied research: Breakthroughs occur in ever 
higher frequency – this status of biotechnology is almost proverbial since the early 
days of BWC,

• And for commercial biotechnology: AI (together with the other recent technologies) 
enables the steep and steady economic growth rates – and has left the status of basic 
research in many cases,

• The speed in in S&T developments might contrast the progress which is made with 
regard to regulation, 

• The locality of where the technology physically is leaves national boundaries (SynBio-
mail order, cloud labs, roboted labs,…), 

• In many cases: Open access to apps and source codes (…still).



Who is actually this AI? 
AI systems

BDTs 
(Biological 
Design 
Tools) as
subset of
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Who is actually this AI? 
AI Systems

• Machine Learning/Deep Learning
• Self-organising computing on basis of neuronal 

networks with one layer (ML), or more (DL) 
• Examples for AIs using DL:

• Chat GPT,
• AlphaFold (Protein Structure database), RoseTTAFold

(consideration of protein sequences), 
• MegaSyn ® (Urbina et al. (2022)): Collaborations 

Pharmaceuticals, Inc - computational machine learning 
models for toxicity prediction (here: VX),

• General weakness of AIs: Other than (smart) humans, 
AIs do often not know, what they don’t know; the 
existence of „truth“ outside the system/neuronal net 
is hardly an option.

wikipedia



Who is actually this AI? 
AI Systems

• Different to the game changers discussed above, AIs are neither         
B or C technology, but purely computer science/programming, 
• In a row with other enabling technologies, such as additive manufacturing, 

• Bio-related applications, such as specialisation to understand the 
„languages of molecules“, expression pathways etc. are just different 
training modes for (complex) neuronal networks (large language 
models working on the basis of machine learning/deep learning),

• Robot labs work with biological samples, but are on the one hand 
technically complex AI/engineering applications – and need humans 
in the loop. 

Still a case for the treaties



Who is actually this AI?
Relevant applications – Proteins

But realise: someone has to set it and to send it…
Not what you expect for state-level programms. But for others…?



Who is actually this AI?
Relevant applications – Proteins

J. Jumper et al. Highly accurate protein structure prediction with AlphaFold; Nature
volume 596, pages 583–589 (2021)

Misuse potential: Targeted design of bioactive 
proteins that life does not yet use (e.g. bioregulators):
New case for overlap of BWC and CWC!
But also: Rapid development of medical counter 
measures…

https://www.nature.com/


• Similar: Prediction of functions of (new) proteins aka bioregulators
• Production through AI supported biosynthesis,

• Rapid industrial adaptation expected.

Who is actually this AI?
Relevant applications – Proteins



Applications

• Search for biological targets;

• Prediction of the native 3D structure of 
proteins;

• Modeling of potential drug candidates.

Misuse scenarios
• May provide insight into the susceptibility of 

population or sub-population groups to 
some diseases; 

• Can be applied to discover new proteins 
with toxic effects;

• Can be used for a de novo design of toxic 
compounds.

Rational Drug Design: The targeted identification of active components.
• Most effective/promising if the huge “-omics” datasets plus data from toxicology and physiology 

could be searched for promising substances-

Who is actually this AI? 
Relevant applications – Drug design



Who is actually this AI?
Relevant applications – Synthetic Biology

• Synthetic Biology: Just as “AI” another umbrella term, covering
• More exact genome editing (e.g. with CRISPR/Cas9),

• ML to improve the fitness of adeno-associated viruses (AAV), an often used 
vector in gene therapy,

• Better detection of pathogens with AI supported NGS,

• Predict pathogenic potentials for unknown, unrecognized, and novel (e.g. 
synthetic) DNA sequences (Bartoszewicz J.M., Seidel A., Rentzsch R., et al. DeePaC: predicting pathogenic 
potential of novel DNA with reversecomplement neural networks. Bioinformatics, 36(1), 81-89, (2020).),

• Protein structure predictions (e.g. with AlphaFold2 or RoseTTAFold),

Many of these applications make use of AI.



Who is actually this AI?
Relevant applications – Synthetic Biology

• Making new viruses/bacteria by AI guided genome editing?



Who is actually this AI?
Relevant applications – Synthetic Biology

• Synthetic Biology: Just as “AI” another umbrella term, covering
• More exact genome editing (e.g. with CRISPR/Cas9),

• ML to improve the fitness of adeno-associated viruses (AAV), an often used 
vector in gene therapy,

• Better detection of pathogens with AI supported NGS,

• Predict pathogenic potentials for unknown, unrecognized, and novel (e.g. 
synthetic) DNA sequences (Bartoszewicz J.M., Seidel A., Rentzsch R., et al. DeePaC: predicting pathogenic 
potential of novel DNA with reversecomplement neural networks. Bioinformatics, 36(1), 81-89, (2020).),

• Protein structure predictions (e.g. with AlphaFold2 or RoseTTAFold),

Many of these applications make use of AI.



Who is actually this AI?
Relevant applications – Disinformation

• Disinformation campaigns in (social) media…

• AI for CBW related disinformation not an unlikely scenario.



Who is actually this AI?
Relevant applications – output of BW blueprints by LLMs? 

The below-posted study has demonstrated that LLMs can
• suggest potential pandemic pathogens;
• explain how to create these pathogens using synthetic 

DNA;
• inform, how to obtain required biological material (e.g

names of DNA synthesis companies which are unlikely to 
screen the respective orders);

• provide experimental protocols and instructions on how to 
troubleshoot them.

„Highly intelligent students without any relevant technical
background in the life sciences can use LLM chatbots to walk 
them through the process of identifying and acquiring publicly 
known potential pandemic pathogens. This represents a major
international security vulnerability: SARS-CoV-2 […]…

What is unclear, though: 
Would highly intelligent students not be able to 
access all of this without AI?



Governing AI

• Very few specific legal norms on the regulation of AI on all 
levels,

• EU directive: originates from data protection legislation; 
very little relation to security issues,
• REGULATION (EU) 2024/1689 (110) and Annex VIII: list CBRN risks as possible 

„systemic risks“ and the input and poutput of biological sequences in an AI as
possible criterion for a systemic risk AI.

• Biden‘s executive order (Oct ´23) requiring AI developers
whose projects may pose security risks to share safety test
protocols with the government. 



Governing AI

BWC, CWC or neighbouring legal regimes as governing tools for AI?

• Challenge: The divide of speed in developing vs. technology 
development – the areas and pathways for regulation are not yet 
identified,
• Universe of issues with AI as subject of export-controls: General critizism, 

hardware, software, cloud-computing, results,…),

• Role of 1540 committee?

• Discuss the possible role of art. IV to coordinate AI/biosecurity-related
legislation?



BWC, CWC and AI

• Prohibitive norms (Art. I, III BWC; Art. I, CWC) 
• AI as enabling technology for BW covered by the treaty (1st RevCon)

• To which extend? 

• National Implementation (art. IV BWC, Art. VII CWC): Request SPs to enact laws against the misuse of AI 
for purposes illicit under the conventions?

• Assistance and cooperation among SPs, (art. VII BWC, Art. VIII, IX, (Verification Annex CWC)): AI as
enabling technologies for the gathering of relevant data (aka verification)?

• To facilitate the fullest possible exchange of equipment, materials and information for peaceful purposes 
(Art. X BWC, Art. VI, XI CWC)? 

• Outcomes of the Marocco AI-conference?

• BWC SPs getting prepared for the further negotiations on SAB and verification,
• Is it easier to set up a new mechanism, or to adapt an existing mechanism to new conditions? 



AI: Game changing enabling technology?
Relevant applications - Verification

• Ask AI how to do it:
• Large language models such as Chat-GPT 

• Ask AI what will happen if you do something:
• E.g. rational drug designProtein prediction

• Prediction of pathogens* and disease spread

• Ask AI what someone else might have done:
• Forensics and attribution

*Possible success rates, yet unknown…

Ex ante verification

Ex post verification



AI: Game changing enabling technology?
Relevant applications - Verification

Ex ante verification:
• AI driven algorithms for disease surveillance,

• Predicting viral mutation landscapes (EVEscape…),

• A conceptual framework for accurate screening of commercial nucleic 
acid/peptide sythesis orders,

• Text mining/data harmonisation, e.g. for composing and/or checking CBMs 
(or other future formats in a verification mechanism),

• AI in data mining, e.g. for the monitoring of compliance relvant open 
source data (including pattern recognition on satellite images),

• New project VERIBIO at UHH (?)



AI: Game changing enabling technology?
Relevant applications - Verification

Ex post verification:
• Early warning for biothreats, such as anthrax (e.g. holographic deep

learning for rapid optical screening of anthraxspores (Y. Jo et al. 2017)),

• Model for forensic attribution of biological attacks with the abilit to
predict both the nation-state-of origin and the ancestor lab (E.C. Alley 
et al. 2020),

• A conceptual framework for accurate screening of commercial nucleic
acid/peptide sythesis orders.



Conclusions

• Role of AI for research and commercial biotechnology, and the emerging methods in the chem/bio-industry: immense!

• Role of AI in BWC and CWC: yet to be defined,

• Lessons from earlier „Game Changers“: 
• Widely changed and developed the biotech-field and enhanced the convergence to chemistry,
• Yet, no known offensive military or bioterrorist use of them,
• But clearly enabling technologies – such as others before ,
• Is there a tipping point and where would it be?

• BWC and CWC:
• Important to keep the regimes up to date with information,
• Can clearly contribute to identifying challenges for BWC and CWC implementation
• Inlcude them to the BWC’s CBMs? 
• Explore chances of AI for verification.

• Questionable if it works at all (by now); 
• Info will hardly make a cook-book,

• Lay people are not (yet) enabled to make a BW by asking an AI bot,

• BWC and CWC overstrained to play central roles in governing AI
• Multilateral AI convention as the possible way out.



Thank you!


